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iImmixGroup Introduction

¢ Founded in 1997

¢ Cyber Security, Information Management, & Program Management services to government
and commercial customers

¢ $800M/year in public sector sales
¢ 170+ employees
¢ Extensive background supporting Law Enforcement enablement thru technology

immixGroup provides technology products and
services to the public sector.




Microsoft Intelligence Framework



What Is the Problem?

¢ Manual silos of investigative storage

¢ No way to automatically share investigative data



What Is the Problem?

¢ "..The biggest impediment to all-source analysis-to a

greater likelihood of connecting the dots-is the human or
systemic resistance to sharing information..."**
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What Is the Problem?

¢ " The United States Government has access to a vast
amount of information...[b]ut...has a weak system for
processing and using the information it has...Each agency's
iIncentive structure opposes sharing, with risks, including
criminal, civil, and administrative sanctions, but

few rewards for sharing 5

information...”**
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** United States of America Congressional Record,
Proceedings and Debates of the 108th Congress, 2d Session, S E N A T E
V. 150, Pt. 13, July 22, 2004 to September 14, 2004.
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Connect the Dots

¢ Link analysis

&8 Microsoft Intelligence Framework Link Diagram Yiewer




Public Source Informatlon
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DHS ICE C3 Child Exploitation Section

An Implementation of IF



[F Implementation at DHS

Who is DHS ICE HSI C3?

Department of Homeland Security (DHS)
U.S. Immigration and Customs Enforcement (ICE)

Homeland Security
Investigations (HSI)

Cyber Crimes Center (C3)

¢ http://www.ice.gov/cyber-crimes/




For C3 — “Intelligence Framework?”
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Supports LE Intelligence Cycle

Facilitates recording, organizing, and linking of investigative
data

Data visualization for intelligence
Converts Intelligence into knowledge
Benefits increase as more investigative data are added



[F and the Intelligence Cycle

¢ Addresses 4 of 6 steps:
— Collection

— Processing and
Exploitation

— Analysis and F 1 Active
Production Collaboration
— Dissemination

7

** FBI, f.d.), Intelligence Cycle, Retrieved from http://www.fbi.gov/about -us/intelligence/intelligence -cycle
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Solution: Microsoft Intelligence Framework

Unassigned Investigations
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Solution: Microsoft Intelligence Framework

¢ immixGroup’s implementation of IF

— Under direction from C3 National Program Manager and Senior
Special Agent

— Common platform compatible with foreign LE implementations
of IF

— Recognized by:

VIRTUAL GLOBAL
TASKFORCE




