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Program Structure and Approach INTERGRAPH

The National Capital Region (NCR) includes the District of Columbia and parts of
Maryland and Virginia.

6,000 square miles
4.2 million citizens
23 local jurisdictions

Operating as a regional partnership, the Metropolitan \Washington Council of
Governments (MWCOG), these jurisdictions have been working together since
1957 to implement ‘intergovernmental policies, plans and programs.”

In 2005, the MWCOG Chief Information Officers (CIO) Committee established the
NCR Interoperability Program (NCRIP), a regional initiative to create an
Interoperable Communications Infrastructure (ICl) for public safety and
emergency response utilizing funding from the U.S. Department of Homeland

Security.

CAD2CAD was one of many data exchanges envisioned to run over this infrastructure.


http://www.mwcog.org/
http://www.mwcog.org/
http://www.ojp.usdoj.gov/odp/grants_programs.htm
http://www.ojp.usdoj.gov/odp/grants_programs.htm
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History of CAD2CAD INTERGRAPH

City of Alexandria Arlington County Fairfax County
Fire and Rescue Fire and Rescue Fire and Rescue

The Computer Aided Dispatch (CAD) systems of the NOVA Fire Departments have maintained
other jurisdiction’s units in their own CAD systems.

Previously
1. Each CAD System recommended NOVA units for dispatch based upon a ‘closest unit’
prediction.
2. All requests for resources were handled verbally by dedicated ring down telephone
lines

3. One jurisdiction's Communication Center called another to confirm resource
availability, transfer information, and perform dispatch

“Go Fish”
e



Challenges ,/ﬁ"mm.

 Varying nomenclature
« Different deployment paradigms

« Differing architectures
 Different interface approaches

* No ‘realtime’ visibility of resource availability

« Shared Ownership versus Coordinated Response




Program Components INTERGRAPH
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DEH — “Connecting the Dots” INTERGRAPH'

The DEH is a Service Oriented Architecture designed to facilitate
information sharing between Emergency Support Functions to
Improve emergency response, reduce response times and enable
appropriate deployment of resources. Economies of Scale will be
realized through the reuse and sharing of technology and data.

Regional Interoperability
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CAD2CAD Data Exchange

Goals and Deliverables INTERGRAPH'

CAD2CAD is the first Operational Exchange on the ICI.

CAD Integration means many things to many people:

CAD Incidents on a Regional Map

Transfer of eBOLO Messages between CAD Systems
Unified Dispatch

Ability to automatically request a resource

The DEH CAD2CAD Data Exchange Consists of:

e Two Web Services:
o Unit Status Update provides the real-time status of fire units.
o Request for Resource allows jurisdictions to request units from one another in mutual
aid responses.

e Command and Control Console:
o Allows Exchange participants to monitor the operational status of each jurisdiction,
utilize the System or Emergency Override capability for their own jurisdiction, and log
units on and off the Exchange.

e CAD2CAD Customer Portal:
o Directs Exchange Participants to the links for Incident Reporting, Standard Operating
Procedures, the Command Console, and Change Advisory Board materials.



Key Concepts :
INTERGRAPH

eLatency, not Load, was the prime driver for Technology Selection
*Ability to Support the Selected Platform after Go Live

Serialization of Large NIEM Compliant Schemas is the
Challenge

In addition to the 2 Core Web Services (i.e. R212 and USU), an
End User Portal accessible to all Dispatch Centers must contain:

« Command and Control Console to monitor “Heartbeat” (ie. Network and
Application Connectivity)

 Electronic processes for requesting Changes to Mapping of Data (Unit,
Event Type and Unit Status)

« Electronic processes for Adding Deleting Units, Event Types and Unit
Status)

» Access to the online Service Desk

« Access to documented SOPs



Service Oriented Architecture
Requires Adherence to Standards

SOA Governance

Operational and Organizational

In accordance with Governance policies, stakeholders create, measure and monitor artifacts to ensure
compliance with maturing SOA Roadmap in order to ensure that the business needs of End Users are met.
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Information

xchanges

Artifacts should comply with
National Standards
to ensure ability to reuse data

Stakeholders

Emergency Support Function Executives

IT Executives

Emergency Support Function Line Managers and Staff
IT Systems Developers and Maintainers

IT Project Managers

Software!System/Technical Architects

IT Operations Staff

Information Exchanges are reviewed for their ability to meet End User requirements and needs.




Standards INTERGRAPH

NCR — IEPD Exchange Clearinghouse
http://www.ncrnet.us/deh/IEPD/NCRIPDEHCIlearingHouse.html

{8 NCR Crisis Information Management System (CIMS) Data Exchange
http://www.ncrnet.us/deh/iepd/cims-exchange.htm

YAl NCR Fire Incident Mapping Data Exchange

http://www.ncrnet.us/deh/iepd/rms-exchange.htm

¥ NCR Resource Typing Data Exchange

http://www.ncrnet.us/deh/IEPD/index.htm



http://www.ncrnet.us/deh/iepd/cims-exchange.htm
http://www.ncrnet.us/deh/iepd/cims-exchange.htm
http://www.ncrnet.us/deh/iepd/cims-exchange.htm
http://www.ncrnet.us/deh/IEPD/NCRIPDEHClearingHouse.html
http://www.ncrnet.us/deh/iepd/rms-exchange.htm
http://www.ncrnet.us/deh/iepd/rms-exchange.htm
http://www.ncrnet.us/deh/iepd/rms-exchange.htm
http://www.ncrnet.us/deh/iepd/rms-exchange.htm

Standards INTERGRAPH

Strategically Driven
(Top Down)

Operationally Driven
(Bottom Up)

'NIEM IEPD

Life Cycle

The IEPD Lifecycle

Buiid
and Validate



NCR CAD2CAD IEPD

http://www.ncrnet.us/cad-exchange INTERGRAPH

National Capital Region Virtual IT Portal
Data Exchange Hub : NCRNET

Architectural Framework

° Enterprise Architecture

Home » NCR IEFD Clearinghouse

NCR Computer-Aided Dispatch (CAD) Data Exchange

Standards Information Exchange Packet Documentation v 1.1
® MNCR Infrastrcture DRAFT
Metamodel

® NCR Technalogy Guidelines

Roadmap to S04
S04 Governance

o

Purpose and Scope

Praposed Title

Business Purpose

NCR Computer-aided Dispatch (CAD) Data Exchange (Based on NIEM v 2,0)
The Fire Departments of Alexandria City, Arlington County and Fairfax County, signatories of the

Policies Worthern Virginia (NoVa) Emergency Services Mutual Response Memarandum of Agreement, have
been operating as one ¢
® NCR-IS Security Policy the NovA agreement has
* Infarmation Management command units, Feed back
, Poliey ‘ Previously, all requests for - -
. ;TRT;TP;‘? . telephane lines) with one ji§ |LESS0DNS Learned Creation of this reference implementation contributed to the validation of, and revision to, the
etwarl determine resource availay i
Management Policy o icdietion o e careaed MCR Exchange Development Life Cycle (EDLC).
. Eu”tﬁ"”gd "‘i P“D”;' "‘d”d Suggestions and It will be necessary for the Data Exchange Hub to provide central support for the development
Service Support tvnv‘c.?.‘:izz o e wme vl | Recommendations of exchange schemas across Emergency Support Functions within the NCR and to provide
° View SOPs response times technical assistance in implementing the NCR Exchange Development Process, Several
This data exchange stand, documents dealing with the grant submission process might be helpful to others pursuing these
Exchange Portals systems which support 24 avenues for funding such as the Investment Justification and the Grant Submission Package,
. between these systems rel
EQE@CAD Exchange Portal better service to citizens,
Contributing The follawing organization. Develop ment Artifacts
Technical Assistance Organizations ° City of alexandria Fire O
* NCR Exchange Develsprent . e o or ] IALLE SIEE (B 2 e
, Lfecyele Camenmih The follawing organizationd M0O%a CAD Interoperability Project Charter 146 KB June 2007
NCR Exchange Development Organizations ° City of Alexandria Fire J
Tookit o arlington County Fire D@ A5-15 Primary CAD Reguest for Mutual Ald Process Flow 179 KB July 2007
To-Be Primary CaD Unit Status Update Process Flow 90 KB August 2007
To-Be Primary CAD Request For Resource Process Flow 260 KB August 2007
CAD to CAD Physical Architecture Diagram 251 KB April 2009
CAD to CAD Solution Architecture Diagram 939 KB March 2010
MCR CAD to CAD Data Exchange Functionzl Requirements 166 KB May 2009
MCR CAD to CAD Data Exchange Technical Requirements 222 KB May 2009
LEITSC CAD RMS NIEM 2.0 Message Structures (DEH Extended) (Download 56 KB June 2009
then Unzip)
Unit Status Update Sample ®ML Message 11 KB May 2009
Reguest for Resource Request Sample xML Message 6 KB May 2009
Reguest For Resource Response Sample <ML Message 6 KB July 2009
Request for Resource Update Request Sample ®ML Message T KB May 2009
MCR CAD to CAD Data Exchange WSDL 4 KB August 2009
CaD vendaor System WSDL 3 KB August 2009
DEH CADZCAD Data Exchange Test Plan S40KB January 2010
DEH CAD2CAD Data Exchange Test Plan appendices January 2010
CAD to CAD Interoperability Brochure 314 KB 15 January 2010




CAD2CAD Solution Architecture

Allows for addition of Other Regional Participants
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NCR & NoVA Strategic Plans for Interoperability INTERGRAPH'

Northern Virginia

National Capital Regic’_n Homeland Regional Strategic Planning for Interoperability
Security Strategic Plan

2007-2009

Working Group
Session Report

A strategic partnership to manage risk by
strengthening our preparedness capabilities _—
9 9 prep P Herndon, Virginia

January 27, 2010

—OVERVIEW— SESSION REPORT

AucgusT, 2006




Agreements INTERGRAPH

MUEJ(;TAM Liability Protection through

Agreement NCR Mutual Aid Agreement
(Authority derived from the Terrorism Act of 20))5

ESF Operational Plans

©

o

2

& cIo Emergency
7 S Police Management
3 L Fire

g Interoperable Communications Infrastructure (ICI)

(@] o o

® *Operations Plan to include :

% *NCRNet Infrastructure o *NoVa Mutual Response Agreement Police Mutual Aid Emergency Mgmt
T *DEH Certified Exchange or Application *NoVa CAD to CAD Operational Plan Operational Plan Operational Plan
) HOEES, (OSSR AR *Fire & Rescue Mutual Aid Operations Plan

S «Security, Information Mgt, P

=)} * ITSM, Network Mgt ~—_ __

<C o~

At cutover to NCRNet each ESF Ops Plan should Reference the ICI Ops Plan

Longer Term, when Cost Allocation Approach and Operational Governance Structure is determined,
then proceed with one MOU regarding the Interoperable Communications Infrastructure.

BOS or Council
Approval Required
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Immediate Impact of the CAD2CAD Exchange  INTERGRAPH




N
Next Steps for CAD Interoperability in the NCR INTERGRAPH'

1. Unifying public safety communications (radio and data) across ESFs and executing on the
vision of information sharing

2. Formalize processes for deciding on what to invest in, enhance, or maintain the
governance structure itself

3. Outreach and buy-in by jurisdictions (across all ESFs)

“Interoperability is a process that involves planning, requirements, and
communication with many public safety and non-public safety
disciplines. By establishing common values such as a bottom-up or
practitioner driven approach and collaborative processes to share
resources, aregion can agree on common needs to support the
interoperability vision.”




Next Steps for CAD Interoperability in the NCR

INTERGRAPH

DHS designation as aligned with the FEA

Federal Enterprise Architecture

Data Reference Model

Performance Reference Model
(PRM)

Technical Reference Model (TRM)

Service Component Reference Model
(SRM)

Security Management

DEH Enterprise Architecture

> D> Dy D> D D>

NCR Information Management Policy
DEH Metamodel

NIEM

EDXL

CAP

JIEM

GJIXDM

IC Project Review Process

A
A

NCR DEH Architectural
Recommendation
NCR Technology Guidelines

NCR IT Service Management Policy

NIST
NCR Security Policy



Takeaways INTERGRAPH

DEH is revolutionizing regional public safety ]
services

* True ‘shared resource management’ as opposed to
‘coordinated response’

—l DEH is arepeatable model I

e Standards based

* Builds on inter-agency agreements/shared
management/oversight

Gaining visibility within funding/grant
organizations

 DHS
« UASI

Vendor agnostic

* Built on highly flexible ESB technology (Biztalk) for rapid
deployment




BizTalk based Interoperability with
Intergraph’s I/CAD and Security solutions

Kevin Aide

Executive Manager

Technology, Architecture & Strategy Group
Intergraph

Kevin.aide@intergraph.com

Disclaimer

The enclosed product information is shared with its audience to provide an understanding of Intergraph’s current

expected direction, roadmap or vision and is subject to change at any time in Intergraph’s sole

discretion. Intergraph does not commit to develop the future features, functions and products discussed in this .
material. The audience of this material should not factor any future features, functions or products into its - NTERGRAPH
current buying decision since there is no assurance that such future features, functions or products will be

developed. When and if these future features, functions or products are developed, they will be generally
available for licensing by Intergraph.



AContact Us A'Worldwide SCareers .:.‘ >

Intergraph, a Microsoft Partner, to Advance
N News Releases Interoperability & Information Sharing Among
Public Safety & Security Agencies

Microsoft BizTalk platform will provide standardized tool for data
sharing and orchestration

HUNTSVILLE, Ala., May 24, 2007 — Intergraph Corporation will offer advanced interoperability
and information sharing capabilities with Microsoft® BizTalk Server to promote regional and
cross-jurisdictional interoperability and information sharing among public safety and security
agencies.

- Ewents

The BizTalk Server platform enables integration of disparate applications across and between
enterprises. This approach provides customers with a more streamlined implementation
process and consolidates similar interfacing products into a single solution. Incorparating
BizTalk into Intergraph’s offerings also facilitates the automation of organizational work: flow
and over time, reduces costs and errors associated with manual business processes.
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Interoperability with Intergraph’s Public Safety CAD solution INTERGRAPH




Interoperability with Intergraph’s CAD System INTERGRAPH

Intergraph continues to invest in its Interoperability Framework
for CAD solution

A With our recent release of Interoperability Framework for CAD we now
have:

— BizTalk orchestrations enabling bi-directional exchange of incident and unit
information using the APCO CAD-2-CAD standards

— Expanded CAD command support
— Failover support

A For our upcoming release we’re planning:

— Improvements to documentation to better enable customer and 3" party
customization

— Support for various CAD related NIEM IEPDs

— Enhancements to better support National Capital Region Data Exchange Hub
(NCR DEH) workflows.
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Extending Intergraph's Public Safety Solution INTERGRAPH

A Intergraph’s Security Products are built on top of Intergraph’s proven
CAD platform and provides Physical Security Information
Management (PSIM) solutions for:

— Transportation Security
— Ciritical Infrastructure Security
— Border Protection

A Intergraph’s Public Safety and Security solution enables:
— Threat Detection
— Threat Assessment
— Appropriate Response

A Complex problems arise from the vast amounts of data presented
from disparate systems.



Disparate information sources INTERGRAPH

_ Personnel
Mapping Data & Asset Data Access Control

Telephone, Radio,

Voice Recorder
Controls

- —

Radio System

Data /

Telephone Data Sensors Data

The Common Operational Picture
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Security Incident Lifecycle INTERGRAPH'

Intergraph’s Security solution provides capabilities for incident
detection, assessment and improved response through increased
situational awareness

Prepare Prevent

Recover ﬁ ﬁc&sﬁt’mk Server Detect

Respond Assess



BizTalk integration with Intergraph’s Public Safety and Security INTERGRAPH'
Solutions

By integrating Intergraph’s solutions with Microsoft BizTalk Server, we can
now perform server side business rules such as:

— Filtering out specific sensor/alarm data that may not be of interest.
A eg: Power restoration notifications
— Aggregate multiple alarms into a single CAD event

— Create workflows based on sensor/alarm data which may include
communication with the Intergraph CAD system and/or other external
systems

— Notify external systems/stakeholders about public safety or security
incident related information




Commitment to Microsoft BizTalk Server INTERGRAPH

A Intergraph is fully committed to Microsoft BizTalk Server as our core
platform for Public Safety enterprise integration and data
interoperability

A We continue to invest in BizTalk and BizTalk based solutions for our
CAD Incident Management and Security solutions.
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