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Chaos favors the attacker; but the attacker is NOT chaotic:




"What is called ”foreknO‘ Iedge cannot be elicited from splrlts nor from gods,
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Know the
¢ suppliers
¢ competit



Are the
¢ Active




"Yea, they have chosen their own ways, and their souls delighteth in their
abominations... When I spake, they did not hear: but they did evil
before mine eyes, and chose that in which I delighted not”

— [saiah 66 :3-4

Avold getting caught: hide
our role or, better yet,
blame another




“Making plans is too often the occupation of an extravagant and boastful mind.
It thus obtains the reputation of creative genius by demanding of others what it
cannot itself supply, by denigrating what it cannot improve, and by proposing

what it knows not where to find/”
— Immanuel Kant

Choose the simplest means that
gets the money that is appropriate
for sum involved.

Attack the oldest, least capable
systems first; reserve the best stuff
for the highest-value targets




"Float like a butterfly; sting like a bee”
— Mohammed Ali

Be precise. Strike the specific
target — and no other.
Promiscuous attacks sets
off alarms and warns others.
Attack tools cost money.
Precise and careful attacks
can allow attack tools to
be used longer.




“May God defend me frt mm / friends; I can defend myself from my enemies.”

— Voltaire

Choose
If the

don't bre,
Suborn an e




"Predicting Is hard work, especially about the future.’
— Nils Bohr

Pay attention to risk and
reward. Pay special attention
to the ability and will of a
target to strike back. In
short, go after fools.




The information you have (s not what you want
The information you want is not what you need
The information you need is not what you can get
The information you can get cost more than you want to pay

Choose the attack that can
be effective in the shortest time
to forestall or complicate
countermeasures.

Get (n, get out.




Insanity is the belief we can do the same things over and over,
but some day the outcome will be different.

Preferentially attack the most
Isolated systems. This allows an
accurate prediction the range
and consequence of the attack.




What Can Be Done NOW!!!

¢ Go to IPvb now
¢ Patch & upgrade—"new"” complicates "how"

¢ Try not to be the easiest target on your block
¢ Be ruthless with unauthorized hardware/software
¢ Beware of customization

¢ Be able to detect and respond to first instance deviations
In your system

| T you do not ,



R hall be naked without secrets.”
He of the Sedge and of J. '5; ;jag]‘ aatre Son of Re, Seti Merenptah, Life, Prosperity, Health
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